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Responsible Disclosure & Bug Bounty Policy
AI Trade Flow — Advanced Education and Trading
Effective Date: [DATE] · Last Updated: [DATE]

1. Our Commitment
AI Trade Flow's software connects to member exchange accounts through API keys, so security is not a

feature — it is the product. We welcome good-faith security research and commit to working with

researchers who report vulnerabilities responsibly.

2. Scope
In scope: the AI Trade Flow website, member portal, trading interface, APIs, and mobile or desktop clients

we publish. Out of scope: members' exchanges and any third-party service (report those to the vendor);

social engineering of staff or members; physical attacks; denial-of-service; spam; and any testing that

touches real member accounts, funds, or trades.

3. Rules of Engagement
Test only against accounts you own or have explicit permission to use. Never access, modify, or exfiltrate

another member's data or trades; if you encounter it, stop and report immediately. Do not degrade the

service. Do not publicly disclose a vulnerability before we have had a reasonable opportunity to remediate

— we ask for at least ninety (90) days, or a mutually agreed timeline. Comply with all applicable law.

4. How to Report
Email security@[DOMAIN] with a description, reproduction steps, affected components, and impact

assessment. We acknowledge reports within three (3) business days, provide a substantive assessment

within ten (10) business days, and keep you informed through remediation.

5. Safe Harbor
Research conducted in good faith and in accordance with this Policy is authorized. We will not pursue civil

action, refer to law enforcement, or bring claims under computer-misuse or anti-circumvention laws against

researchers who comply with it, and if a third party initiates action we will make our authorization known.

6. Recognition and Rewards
Valid, in-scope, previously unreported vulnerabilities are eligible for recognition and, at our discretion,

monetary rewards tiered by severity ([REWARD SCHEDULE — e.g., Critical $[X] / High $[X] / Medium $[X]

/ Low $[X]]). Duplicate, out-of-scope, or theoretical reports are not eligible. Rewards may be paid in

supported digital assets and are reportable income to the researcher.

7. Contact
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security@[DOMAIN] · PGP key available at [URL]

This document is a template prepared for AI Trade Flow and must be reviewed by qualified legal counsel before

publication or use.


